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The Materials PDF Database (the "Database") is a research project of the Tongji University
Yang Group ("Yang Group," "we," "us," or "our"). This Privacy Policy (the "Policy") explains
how we collect, use, store, and disclose your personal information when you access or use
the Database website and any website, application, or service that links to this Policy
(collectively, the "Service"). It also explains your rights and choices with respect to your
personal information.

By using the Service, you consent to the collection and processing of your personal
information as described in this Policy. This Policy forms part of the Terms of Use for the
Service.

l. Information We Collect

1. Information You Provide to Us
When you access or use the Service, for example when you:

e log in to or register an account;
e upload data, run analyses, or use any feature of the Service;
e send us questions, feedback, or collaboration requests;

we collect personal information that you voluntarily provide, including without limitation:

(1) Personal identifiers
Such as your name, username, IP address, and other unique identifiers.

(2) Contact details
Such as your email address and telephone number.

(3) Account and usage information
Such as login records, service usage logs, actions you initiate (uploads, downloads,
processing tasks, etc.), and other activity information associated with your account.

(4) Professional / academic information
Such as your institution or organization, school or department, position, title, research field or
interests, and academic status.
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(5) Educational information
Such as educational background or related education information that you choose to provide
in your profile or communications.

(6) Information you choose to upload to a third-party open repository (Zenodo)

When you choose the "Upload/Publish to Zenodo" feature in the Service, we will submit the
data files you select and their related metadata to the Zenodo platform according to your
instructions. Submitted content typically includes:

the files you choose to upload; descriptive metadata related to those files (for example,
material name, author, and affiliated institution, as reflected in the information you enter or
confirm in the upload interface); and the technical information and operation records
necessary to complete the upload and link the record (such as upload time and record ID).

Please note:

Zenodo is an open research-output repository operated by CERN and others. After
publication, a record is typically assigned a DOI and may be visible to the public.

After a record is published, deletion or withdrawal may be limited. Zenodo may retain a
tombstone page to ensure citations remain valid, and may retain identifiers such as DOI/URL.

Zenodo does not provide data anonymization services. You should ensure that uploaded
content does not contain personal information, sensitive information, or restricted data that
you are not authorized to disclose. You are solely responsible for any third-party dispute or
compliance risk arising from your uploads.

When you choose to use this feature, you understand and agree that, for the purpose of
completing the upload/publication, the Service will transmit the above information to Zenodo
and that Zenodo/CERN terms and privacy notices will apply.

2. Information We Obtain from Third Parties

When you choose to log in with a third-party account (such as GitHub or ORCID) and
complete authorization, we obtain from that third party, within the scope of authorization you
confirm on the third-party platform, the information necessary for login and account linking,
such as your name (if any), email address, username, avatar, and institution information. We
combine that information with the information you provide directly through the Service to
open, link, and manage your account and to enable login, identity verification, and related
functionality.

3. Information Collected Automatically

When you access or use the Service, we automatically collect the following technical and
usage information through server logs and similar technologies to maintain the security and
stability of the Service and conduct basic statistical analysis:

(1) Device and network identifiers
Such as IP address, browser type, operating system, and device type.



(2) Usage information
Such as the date and time of access, pages or features visited, actions performed (uploads,
processing, visualization, etc.), and error logs.

This information is used to maintain the security and performance of the Service and to
continually improve its functionality.

Il. Online Identification Technologies
We may use LocalStorage or other similar technologies (such as pixel tags and web
beacons) to:

e maintain your login status (for example, by storing access tokens / session identifiers);

e remember your preferences and session information;

e prevent duplicate submissions and improve service stability and security;

e conduct necessary operational analysis and troubleshooting to improve performance and
user experience.

You may clear locally stored data or disable related storage permissions in your browser
settings, but doing so may require you to log in again or may cause some features not to
function properly.

After you finish using the Service, you may also manually clear your browser cache, local
storage, and cookie data. We do not use third-party advertising-tracking cookies and do not
share your identifiers with third parties for advertising purposes (unless otherwise disclosed
and consented to).

lll. How We Use Your Personal Information
We may process your personal information for the following purposes:

1. Identification and authentication
Use scenario: when you register, log in, remain logged in, retrieve or change account
information, or undergo security verification.

Information processed: email address / username, user ID, login and session information, IP
address, and device and browser information for security verification and risk control.

2. Providing and operating the Service
Use scenario: when you use account management, data upload, analysis/processing,
visualization, download, and similar functions.

Information processed:
Account information: email address / username and user ID;

Basic uploaded material information that you provide: for example, metadata fields in the
upload form such as material name, test station / beamline, and affiliated institution / unit (as
completed and submitted by you), used to create data records, support indexing and retrieval,
display information, and enable subsequent processing;



Service usage records: records of the actions you initiate (uploads, downloads, processing
tasks, etc.) and task-related status information (task start/end time, running status, error
information, etc.), used to provide task management and return results to you.

3. Communicating with you
Use scenario: when you send us inquiries, feedback, or collaboration requests, or when we
send you important notices relating to service security, feature changes, or policy updates.

Information processed: contact information (email address; telephone number only if you
provide it and only for contact purposes), communication content, and related log information
necessary to locate issues (limited to what is necessary).

4. Academic research and development

As part of the research work of the Tongji University Yang Group, during operation of the
Service we internally use the contents of files you upload and their accompanying metadata
to support academic research and the development, testing, and quality improvement of
systems/algorithms, including without limitation the development and optimization of parsing
and processing algorithms, the design and validation of benchmark datasets and evaluation
tasks, and data quality assessment, anomaly detection, and format-compatibility
improvements.

Information processed: files you upload (such as .gr, .iq, .sq, .fq, .cif, and accompanying
files);

Metadata you submit (for example, material name, test station / beamline, affiliated institution
/ unit, and other fields you complete and submit in the upload form). In conducting the above
research and development, we do not aim to identify your real-world identity and, where
possible, use relevant data internally in de-identified, masked, or aggregated form while
controlling access permissions and scope of use.

5. Protection of rights and compliance with legal requirements

Use scenario: when detecting, preventing, and handling service abuse, security incidents,
fraud, or violations of the Terms of Use, and when cooperating with regulatory or judicial
authorities as required by law.

Information processed: account identifiers (user ID, email address / username), access and
operation logs (including IP address, device and browser information, request frequency,
abnormal activity records, etc.), and necessary evidence materials related to incident
handling.

We may process your data on the following legal bases: your consent, necessity for
performance of our agreement with you, and compliance with legal requirements. De-
identified, anonymized, or aggregated information is not subject to this Policy.

IV. When We Share Your Personal Information
We do not sell your personal information. We share information only in the following
circumstances:
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1. Within Tongji University
We may share information with other research or administrative departments of the
university for internal research, service operation, analysis, or security management.

2. Service providers and technical partners

We may share necessary information with third-party vendors, such as server hosting
providers, authentication services, security tools, and analytics tools. Third-party vendors
may use the information only as instructed by us and for no other purpose.

3. Content you choose to make public

Some Service features may allow you to display your name, institution, contribution records,
and similar information to other users. The relevant scope of disclosure will be explained in
the applicable feature.

4. Academic collaboration and research outputs
We may provide de-identified data to collaborating scholars or use aggregated data in
academic papers and research presentations.

5. Protection of rights and safety

We may disclose information when we believe it is necessary to protect the safety of the
Yang Group, the university, users, or the public, such as in the investigation of violations or
unlawful conduct.

6. Legal requirements
We may disclose information as required by courts, regulators, or law-enforcement
authorities in accordance with law.

If, in the future, the Service is transferred to another department of Tongji University due to
organizational restructuring, your information may be transferred within the university and will
remain subject to appropriate protective measures.

V. Your Rights
To the extent permitted by applicable law, you may have the following rights:

e torequest access to the personal information we hold about you;

e to request correction of inaccurate or incomplete information;

e to request deletion of your information, where applicable;

o to object to or restrict certain processing activities;

o to withdraw consent at any time where processing is based on consent (without affecting
the lawfulness of processing before withdrawal).

If you wish to exercise the above rights, please contact us using the contact details at the
end of this Policy. We may need to verify your identity.

You may also have the right to lodge a complaint with a data protection authority in your
place of residence. We encourage you to contact us first so that we can help address your
concern.



VI. Cross-Border Data Transfers

The Service primarily operates and stores data within the People's Republic of China.
However, in the context of international cooperation or the use of cross-border technical
services, your information may be accessed from or transferred to other countries or regions.

We will take reasonable measures to ensure that applicable safeguards meet relevant legal
requirements and that your data receives a level of protection comparable to that of your
location.

VII. Information of Minors

The Service is intended for adults with a research or academic background and is not
directed to children. We do not knowingly collect information from persons under 18 years of
age.

If you believe that a minor has provided us with information, please contact us and we will
address the matter promptly.

VIIl. Third-Party Links

The Service may contain links to third-party websites or tools. This Policy applies only to
services operated by us. When you visit a third-party website, its privacy practices will be
governed by its own privacy policy.

IX. Data Retention
We retain your information for the following periods or purposes:

e maintaining your account;

e supporting ongoing research and system improvement;
e complying with legal obligations;

e resolving disputes and enforcing the Terms of Use.

After our relationship with you ends, we will retain only the information necessary for legal
compliance or research-archive preservation purposes, after which it will be deleted or
anonymized.

X. Information Security

We value the security of your personal information and, in light of the actual circumstances of
the Service, adopt technical and managerial measures appropriate to the risk to protect your
personal information. However, please understand that no security measure on the internet
is absolute.

Transmission security measures

We transmit data using HTTPS/TLS encryption protocols to reduce the risk of unauthorized
access, interception, or tampering during network transmission. Access tokens generated
after account login (such as JWT tokens) are transmitted between the front end and back
end through encrypted channels and are verified by server-side signatures and expiration
checks to prevent forgery or misuse.

Identity authentication and session management
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We authenticate users through a combination of account credentials and access tokens, set
reasonable token validity periods and refresh strategies, and may invalidate tokens when
abnormal activity is detected. The front end stores access tokens and other information
necessary to maintain login status in the browser's localStorage or sessionStorage, but we
do not store your account password in plain text on the client side. We also recommend that
you log out promptly after use and clear related local data.

Access control and the principle of least privilege

For backend systems involving personal information and business data, we implement
account hierarchy and access control, authorizing only personnel who need access to
perform their duties and only within the appropriate permission scope. We also record logs of
important operations and access activities so that necessary security audits and issue
investigations can be conducted.

Data storage and backup protection

We do not set a login password. Users log in using a one-time verification code sent to their
email address. The verification code is used only for short-term identity verification and
session establishment and is not retained long-term in the system. To protect your personal
information and business data, servers storing relevant data employ access control, system
hardening, and regular security patch updates to reduce the risk of unauthorized access,
malicious attacks, and data leakage. At the same time, we perform regular backups of key
data as business needs require and apply corresponding access restrictions and security
management measures to backup data to prevent unauthorized access, tampering, or
misuse.

Security monitoring and incident response

We monitor behavior that may affect the security and stable operation of the system through
access logs, error logs, and abnormal behavior detection mechanisms, such as unusually
frequent requests, unusual login attempts, or suspected malicious scraping. Depending on
the circumstances, we may apply rate limits, temporarily restrict access, or block accounts. If
we discover a security incident involving actual or potential leakage, tampering, or loss of
personal information, we will initiate an emergency response in accordance with laws,
regulations, and regulatory requirements, take remedial measures, and notify you and the
competent authorities where required.

Your security responsibilities

Although we have taken reasonable and necessary security measures, the transmission and
storage of information on the internet still involve risks. You should properly safeguard your
account and login credentials, not disclose them to others, and avoid remaining logged in for
extended periods on untrusted devices or networks. If you discover that your account may
have been compromised, or that abnormal login or activity has occurred, please contact us
promptly using the contact details provided in this Policy, and we will assist you in taking
appropriate protective measures.



XI. Policy Updates

We may update this Policy from time to time. If there are material changes, we will update
the "Effective Date" and may provide additional notice, such as an in-service announcement
or email notice.

Your continued use of the Service constitutes acceptance of the updated Policy.

XIl. Contact Us
If you have any questions about this Policy, please contact us:

Tongji University Yang Group (https://www.yanglonggroup.com)

Address: Tongji University, 4800 Cao'an Highway, Jiading District, Shanghai, People's
Republic of China

Email: long yang@tongji.edu.cn
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